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Abstract- Biometric security as a means of both physical and logical access control has been 
shown to outperform traditional security systems based on hard and soft tokens like smartcards, 
one-time passwords, and personal identification numbers. However, biometric security systems 
have not performed optimally as most biometric security systems are based on unibiometric 
modality. On the other hand, security systems based on multibiometrics can significantly 
improve the performance of biometric systems. In this work, we discuss different fusion 
algorithms that have been proposed for multi-biometric systems, as the level and method of 
fusion is a performance determinant in such systems. Specifically, we focus on two score-level 
fusion algorithms: the sum-rule algorithm and the likelihood ratio algorithm. We discuss their 
strengths, weaknesses, and suitable applications.  Finally, we show that the performance of a 
multi-biometric system is highly dependent on the capability of the fusion approach used.  
Keyword: biometric security, sum rule, likelihood ratio. 
Introduction  
Reliably establishing the identity of a user cannot be trivialized while granting access to users 
requesting access to a restricted facility like a bank vault, protected computer resource, ATM, 
etc. This has awaken the need for reliable person identification and authentication systems (A. 
Ross & Jain, 2015). Biometric security solutions are a sure answer to this need because they 
offer a natural and reliable solution to person recognition (Tistarelli et al., 2009), as well as serve 
as an excellent and irrefutable link between a person and their identity (Nandakumar, 2008). A 
biometric system is a pattern recognition system that is configured to utilize a person’s 
distinctive biometric characteristics, individually or in multiple combinations, to validate or 
determine a person’s identity. The consolidation of multiple sources of biometric information, 
namely, multiple traits, multiple units, multiple samples, multiple sensors, and multiple 
algorithms, tends to offer better recognition performance (Khalifa et al., 2012)(Devireddy et al., 
2008); be more reliable if uncorrelated biometric pieces of evidence are used; overcomes most of 
the limitations associated with the single-source biometric system (Arigbabu et al., 2015); 
increases population coverage; and deter spoofing attacks (A. Ross & Jain, 2007). However, this 
consolidation of multiple biometric information is not a trivial task as the fusion strategy is a 
determining factor. This follows from the fact that aside from the baseline determinants of 
biometric system performance, namely, the matcher accuracy and the sample quality, the level as 
well as the fusion strategy are very important determinants of the system performance (He et al., 
2010) (Ulery et al., 2006) as they both attempt to answer the very important design questions of 
what, when, and how to fuse that guides the development of multibiometric systems (Singh et 
al., 2019). Several multibiometric system fusion strategies and their various suitable fusion levels 
have been proposed in the literature  (Singh et al., 2019). Many of these fusion schemes may be 
usable in an application but it is usually a challenge to find the optimal ones. The Sum rule-based 
and the Likelihood ratio-based score-level fusion strategies are commonly used and have been 
shown to perform creditably well (Nandakumar, 2008). The ultimate design goal for a 
multibiometric system is to achieve its set goals. This is the reason behind the quest for the 
determination of the best possible fusion strategies for multi-biometric systems. The results of an 
in-depth discussion on the available different strategies in literature will, no doubt, produce the 
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best guide for the choosing of a fusion strategy for optimal results in a given multibiometric 
system.  

 
Multibiometric systems fusion 
A generic biometric system consists of four modules (Prasad et al., 2017) as in figure 1, namely, 
(a) the sensor module used for capturing raw data of the biometric traits (Fuster-Garcia et al., 
2015); (b) the feature extraction module used for extraction of a feature set that serves as a 
compact representation of the captured biometric traits (Xin et al., 2018); (c) the matching 
module uses a matcher to compare the extracted feature set with the templates contained in the 
database to generate match scores (Alshehri et al., 2018); and (d) the decision module, which is 
usually the last in the sequence, determines or validates the identity of the subject (Paul et al., 
2014).  

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

Figure 1: Generic verification biometric system. 
However, for identification mode biometric systems and in situations where there is limited 
access to features or match scores, a ranking module is usually incorporated (Singh et al., 
2019)(Imran et al., 2010).  Multibiometric fusion is the combination of the outputs of two or 
more biometric systems using a fusion module. The fusion module implements the combination 
of the different biometric information, arising from multiple sources, to produce a single unit 
output. Depending on the information being fused, the fusion module can be incorporated at any 
level in the biometric system as shown in figure 2, (YIlmaz & Yanikoǧlu, 2016)(Faundez-Zanuy, 
2005). Also, fusion can be implemented at two different levels in a system, simultaneously 
(Chaudhary, 2013)(A. A. Ross, 2006). Much biometric literature has fusion levels broadly 
classified as pre-classification namely, sensor-level fusion and feature-level fusion; and post-
classification namely, match score-level fusion, rank-level fusion and decision-level fusion (A. 
Ross & Jain, 2007)(Imran et al., 2011)(Marfella et al., 2012). The early-stage level fusion has 
more information than the later stage (A. A. Ross, 2006)(A. Ross & Jain, 2007). Biometric 
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systems that employ early-stage fusion are said to have better recognition performance (A. Ross 
& Jain, 2015). However, the early-stage fusion is difficult to implement practically, due to: (a) 
the possibility of feature sets of multiple biometric traits not being compatible, and (b) access to 
the raw data used in most commercial biometric systems are limited. As contained in most 
multibiometrics literature, fusion at the match score-level is the most preferred as it is less prone 
to the curse-of-dimensionality problems, and it’s relatively easy for accessibility and 
combination of biometric information. Rank-level fusion operates by outputting a consensus 
rank as the result of the consolidation of the ranks of various individual subsystems. It requires 
no normalization and as such is simpler to execute than the match score-level scheme 
(Kuncheva, 2014). On the flip side, it contains less information than the match score module (A. 
A. Ross, 2006). The decision-level fusion is less preferred due to its limited availability of 
biometric information. Fusion at this level is usually beneficial where access to features, scores, 
and ranks are difficult to get (Singh et al., 2019).  
 

 
 

 
 

 
 

 
 

 
 

Figure 2: Fusion level in the multi-biometric system. 
Match score-level fusion strategies 
Match scores are outcomes of comparison of two feature sets extracted using the same feature 
extractor (A. Ross & Jain, 2007). The comparison could either be a similarity measure revealing 
how closely related the features are or a dissimilarity measure that shows how different they are. 
Match score-level fusion handles the combination of match scores from different biometric 
matchers. This combination, depending on the strategy, can produce a new match score or be 
directly classified used for decision making in a verification mode or identification mode system.  

Match score-level fusion strategies are algorithms that consolidate match scores arising from 
different biometric matchers. They are the most commonly used fusion strategies in 
multibiometric literature owing to their fairly good attributes considering computational 
complexity, flexibility, accessibility, non-high storage capacity need and the practicability of 
carrying out fusion (Kabir et al., 2019)(He et al., 2010).  
Different fusion strategies have been implemented in the multi-biometric system. Table 1, has a 
list of some of the fusion strategies and their corresponding fusion levels. 
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Table 1. Fusion levels and their corresponding fusion strategies. 

S/N  Fusion level Fusion strategies 

1 Sensor Mosaicking technique, Simple Sum rule, etc. 

2 Feature  Concatenation of compatible features. 

3 Match score 

Classifier-based strategy and combination-based strategy, e.g., Simple Sum 
Rule, Mean Rule, Maximum Rule, Minimum Rule, weighted sum. 
Probabilistic techniques such as Likelihood Ratios-based techniques, 
Logistic Regression, Product of FARs, Best Linear etc. 

4 Rank Borda count, logistic regression, highest rank method etc. 

5 Decision  
Majority voting, Behaviour knowledge space method, Weighted majority 
voting based on the Dempster-Shafer theory of evidence, AND/OR and 
Bayesian decision fusion etc. 

 

Match score-level fusion strategies are grouped into three categories as density-based, 
transformation-based, and classification-based strategies (Tran & Le, 2016)(Nanni et al., 2015) 
(Nandakumar et al., 2008). The density-based strategies proceed with the estimation of genuine 
and impostor score distributions using density estimation models. They are based on the 
likelihood ratio test (Binh Tran & Le, 2017). They are based on the assumptions that: (a) match 
scores are generated by independent random processes; and (b) match scores are mostly 
continuous random variables. They achieve maximum performance at any fixed false accept rate 
(FAR) when the densities are computed correctly (Jaafar & Ramli, 2013). They do not require 
score normalization and selection of optimal weights for the combination of the scores. 
However, they require a large number of training data; involve much time, cost, and efforts in 
acquiring training data; and are computationally intensive (Nanni et al., 2011). Examples of 
density-based strategies are likelihood ratio-based rule Nandakumar et al. (Nandakumar et al., 
2008), Product of likelihood ratio Dass et al. (Dass et al., 2005), etc.  Most times, match scores 
are usually not of the same scale and domain; hence, they are required to be normalized. The 
transformation-based strategies undertake the transformation of match scores into a common 
domain before fusion (Parviz & Shahram Moin, 2011). This category of match score-level fusion 
strategies assumes that match scores are comparable. They are usually not computationally 
intensive and involve the use of simple fusion operators. On the other hand, they involve 
parameter tuning, (b) are sensitive to outliers in the sample data; (c) their normalization is data-
dependent, and (d) their performance tends to deteriorate if the modalities from which match 
scores generated are not comparable in performance. Examples are Simple Sum rule (Snelick et 
al., 2005), Max rule, Min rule, Median rule etc. The classifier-based strategies consider match 
scores from the different matchers as a feature vector classifiable into different classes. They 
assume the availability of a large number of genuine and impostor match scores during the 
training of the classifier. They do not proceed by the transformation of the generated match 
scores before executing fusion. They do not need intermediate value computation. However, it 
can be a difficult task to select and train classifiers that can perform optimally. They usually 
involve imbalance training sets and a high chance of misclassification. Examples are the SVM-
based fusion rule (Sanderson, 2007), a neural network such as HyperBFnetwork (Brunelli & 
Falavigna, 1995), and Decision tree and linear discriminant classifiers (A. Ross & Jain, 2003).  

Sum rule Vs Likelihood ratio-based Score-level fusion strategies 
Sum Rule and Likelihood ratio-based fusion strategies are among the most used match score 
level fusion strategies. Hence, a thorough analysis and comparison of both strategies will bring 
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about a great improvement in the performance of multibiometric systems. It is important to note 
that, a direct comparison of both strategies will not be attainable since most available reports in 
biometric literature about each of these strategies were carried out under different databases and 
performance measures as well as modalities.  

It is observed that the performance of various score level fusion strategies is best when 
combining the outputs of matchers with similar performances. Notwithstanding, some other 
strategies perform best when combining the outputs of dissimilar matchers. The Sum rule 
strategy performs best when fusing matchers with similar performances while likelihood ratio-
based strategies do best with dissimilar matchers (Roli & Fumera, 2002). It is noteworthy that 
the conditionality for which this performance imbalance can be attained and sustained is still a 
matter of open research (Roli et al., 2002).  
The sum rule is a simple fusion technique which operates directly on the raw match scores data 
(Arigbabu et al., 2015). It can proceed by transformation (normalization) of the match scores into 
a uniform range if they were generated from different matching schemes matchers either 
similarity or dissimilarity; and different ranges. Sum rule fusion can be either simple sum rule or 
weighted sum rule. While the simple sum rule has the formula: 

!! =  !! + !! +⋯+ !!                                                                                                                          (1) 
where !! is the fused score, and !! represent the match score of the !"ℎ matcher. ! = 1,2,…!; 
that is, ! is the total number of different biometric matchers, the weighted sum rule is 
represented as: 

!! =  !!!! + !!!! +⋯+ !!!!                                                                                                      (2) 
Where !!is the weight value assigned to the match score value of the !"ℎ matcher. The weight 
assigned can be gotten by various ways such as using data quality metric etc.  

The likelihood ratio (LR)-based fusion strategy is a biometric fusion approach that uses the 
Neyman-Pearson theorem of likelihood ratio test for the fusion of match scores (Ulery et al., 
2006). The approach does not require parameter tuning. It ensures that maximum genuine accept 
rate (GAR) is attained at any set false accept rate (FAR) provided both the genuine and the	
impostor	match score densities are correctly estimated. This strategy minimizes the false reject 
rate (FRR) at any specified false accept rate (FAR). It is usually applied at the match score level 
in a system operating mostly in the verification mode. It can also be applied in a system running 
in the identification mode provided the match scores are independent as well as being identically 
distributed (Binh Tran & Le, 2017). The approach has been shown to perform consistently across 
different multibiometric databases (Nandakumar, 2008).  

The performance of the sum rule-based fusion has been shown to depend on the normalization 
scheme used (He et al., 2010). Using a reduction of high score effect (RHE) normalization 
scheme, He et al. in (He et al., 2010) showed that the performance of the sum rule-based 
strategies is dependent on the choice of normalization scheme used. From the classifier 
combination scheme experiment for the combination of frontal face, face profile, and voice 
carried out in Kittler et al.(Kittler et al., 1996), it is observed that the combination rule developed 
under the most restrictive assumptions—the sum rule—outperforms other classifier 
combinations schemes. In other to account for their empirical finding, they investigated the 
sensitivity of the various schemes to estimate errors. The sensitivity analysis showed that the 
sum rule is the most resilient in error estimation. The Sum rule match score level fusion when 
compared to other match score level fusion strategies, has been shown to perform creditably 
well, outperforming most of the other state-of-the-art strategies.  
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It can be said that the performance of sum rule-based biometric fusion strategy is dependent on 
the following: 

● The normalization approach. 
● The estimation of the normalization parameters and the weighting vector. 

● How comparable the scales and strengths of the input match scores are. 
● The uniformity of the scores (either similarity or distance scores). 

Binh Tran and Le (Binh Tran & Le, 2017), experimentally compared the performance of LR-
based approach that uses Gaussian Mixture Model genuine and impostor densities estimators 
with the sum rule approach based on the min-max normalization and the Support Vector 
Approach (SVM). The experiment used multiple biometric matchers for face, fingerprint, hand 
shape, and palm print biometrics. Their result showed that the likelihood ratio approach 
outperformed the sum rule approach. Ulery et al. (Ulery et al., 2006), experimentally compared 
LR-based fusion strategy with the sum rule-based strategy. They showed that, though the 
implementation of a likelihood ratio-based approach is more complex than the sum rule-based 
approach, they performed better and more accurately. The LR-based approach was found to be 
the most accurate method out of eight biometric fusion techniques that were experimentally 
compared using NIST [13] involving data from 187,000 subjects [40]. It was also shown in [27] 
that LR-based strategies outperform both the standard Sum rule based approach and the Support 
Vector Machine (SVM) based fusion approach. The likelihood ratio-based fusion scheme does 
not require parameter tuning; therefore, they are always the choice of use. They easily allow the 
incorporation of ancillary information like data quality for performance improvement.  However, 
their major drawback is the huge effort spent in the estimation of the genuine and the impostor 
score densities.  

Table 3. Description of match score level sum rule and likelihood ratio-based strategies 
Fusion strategy Description Data 

requirement 
Strengths Weaknesses 

Sum rule-based 
strategies. E.g., 
Weighted sum, 
Sum of Z-
normalized 
scores, a simple 
sum of raw 
scores. 

1) It involves the simple 
addition of matcher scores 
with no prior normalization 
or any other form of 
transformation. E.g., Simple 
Sum of Raw score. 

2) Normalized scores can 
be added without 
weighting. E.g., Simple 
sum of Z-normalized 
scores. 

3) Involves iterative 
rotation of decision 
boundary and the evaluation 
of GAR at fixed FAR. E.g., 
Weighted Sum.  

1) Univariate 
Imposter. 

2) Joint 
Genuine and 
Imposter. 

1) It is easier to 
implement than the 
LR-based technique.  

2) Does not require 
knowledge of 
statistics. 3) It is 
usually robust to 
outliers (He et al., 
2010). 

4) It does not require 
modelling of sample’s 
distributions (Ulery et 
al., 2006). 

5) It does not require 
training samples. 

1) It involves the 
transformation of the 
input score vector. 

E.g., Simple Sum of 
Score.   

2) It requires that 
match scores be of the 
same nature (i.e., 
either distance or 
similarity scores) 
before the 
combination is carried 
out.  

3) It assumes 
comparable scales and 
strengths for input 
match scores.  

4) Its performance 
depends heavily on 
the normalization 
approach used. 

5) Requires estimation 
of normalization 
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parameters and weight 
vector, which is not a 
trivial task (Singh et 
al., 2019). 

6) Its accuracy is 
rarely consistent. 

 

Likelihood ratio 
(LR)-based 
strategies. E.g., 
Product of 
likelihood and 
logistic 
regression. 

1) Involves separate 
modelling of probability 
density functions for 
genuine and impostor score 
distributions respectively. 
E.g., Product of likelihood 
ratio. 2) Involves modeling 
of the log of density ratio 
and modeling of density 
distribution.  

3) It utilizes standard 
statistical tools E.g., logistic 
regression. 

1) Univariate 
Genuine and 
Imposter. 

1) It effectively 
handles discrete 
values in the match 
scores distribution. 

2) It is robust in 
handling arbitrary 
scales and match 
scores distribution. 

3) It performance 
directly attains 
optimal level at any 
desired value of false 
accept rate (FAR), 
provided the score 
densities are 
accurately estimated. 

4) It does not involve 
normalization of input 
score vector except 
transformation to 
respective likelihood 
ratios. 

 

1) It is complex to 
implement due to the 
non-trivial task of 
selecting the kernel 
bandwidth, and the 
estimation of 
densities. 

2) Requires complex 
and detailed modeling 
of scores distribution, 
though this depends 
on the model approach 
used. 

3) It requires good 
knowledge of 
statistical tools and 
techniques; in which it 
involves hypothesis 
testing. 

4) It involves a 
substantial amount of 
training samples; 
hence, it is time-
consuming. 

5) It is complicated 
and computationally 
intensive. 

Applications  
Score-level fusion strategies are mostly applied in verification mode biometric systems. Sum 
rule-based strategies are suitably applicable in areas where high accuracy is not paramount, and 
situations that require a simple combination of match scores. Likelihood ratio-based strategies 
are suitably applicable in areas where either genuine or impostor or both distributions are 
reliably available, where 2-way fusion implementation is more appropriate, where high optimal 
accuracy is needed, and in some cases where less optimal accuracy is required (Ulery et al., 
2006). They are also applied in high-security need areas such as in financial institutions, border 
control services, and airports. 

It can be said that if the application’s requirement is that of accuracy against computational 
complexity, cost, and time, then Likelihood ratio-based strategies fit best otherwise Sum rule-
base strategies goes. Likelihood ratio-based methods are usually employed in forensic evidence 
evaluation for the interpretation of data of the forensic biometric application (Ramos et al., 
2017). 
Conclusion  
In this work, we analyzed commonly used score-level fusion strategies available in multi-
biometric system literature. We show that there is an ample amount of score-level fusion 
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strategies that are high and consistently effective to choose from. Also, the various types of 
information that can be combined were pointed out. We have also discussed the various levels of 
biometric information fusion that are used in multibiometric systems. It is important to consider 
what information is available for modeling the score distributions and the level of fusion when 
choosing a strategy, as the practical implementation of the system and its performance depends 
on the level of fusion and the strategy chosen. It can be concluded that an accurate design of the 
best-reported likelihood ratio-based fusion strategy usually outperforms the sum rule-based 
strategies.  
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